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BBVA Bank, Taipei Branch
Statement of Internal Control
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On behalf of Banco Bilbao Vizcaya Argentaria, S.A., Taipei Branch ( “the Bank” ),

o

we hereby certify that from 1 January 2025 to 31 December 2025, the Bank has duly complied
with the “Implementation Rules of Internal Audit and Internal Control System of
Financial Holding Companies and Banking Industries” , and the Comparison Table of

“Implementation Rules of Internal Audit and Internal Control System of Financial
Holding Companies and Banking Industries” for Foreign Bank Branches (and the risk-based
approach approved by the Financial Supervisory Commission) in establishing the internal
control system and implementing risk management procedures, and having internal auditors
to undertake audit works and comply with the Article 38 (5) and Article 38-1 of
Implementation Rules of Internal Audit and Internal Control System of Financial Holding
Companies and Banking Industries, and Self-regulatory Rules on Information Security
issued by the Banking Association and with the results reported to the Headquarter and
the Regional Office. After prudent evaluation, except for the items listed in the
attached schedule, the Bank' s each department has implemented effective internal
control, compliance systems, and Information Security during the year to which this
statement relates.
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The Statement is submitted to the Financial Supervisory Commission
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BBVA Bank, Taipei Branch

Enhancement Items and Improvement Plans under the Internal Control System
(%R ‘14FE12H31H)
(Base Date: 31 December 2025)
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Enhancement Items

% & # %

Improvement Plans
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Target Date
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The following aspects of the handling of
personal data inventory and document
storage are inadequate;

1. Taipei HR did not include Police
Criminal Record Cettificates/Certificate of
no- criminal conviction of employees in
the Personal Data Inventory document.
Please strengthen the mechanism for
personal data inventory and document

safekeeping
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2. Taipei HR did not establish retention
period and deletion mechanism for
personnel data of former

employees. Please strengthen the
mechanism for personal data inventory

and document safekeeping.
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Taipei HR has already conducted
“Employment Screening Report”
for all employees, including but
not limited to "Taiwan Criminal
Checks". Therefore, it is
unnecessary to repeatedly
include employees' criminal
record certificates in the
inventory.
Additionally, Taipei
Management meeting has ceased
employees' sensitive personal
information (i.e. certificates of
good conduct) in the personal

data inventory.
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BBVA Taipei Branch has
completed the improvement
before 30 December 2025.




B M 5% F 7
Enhancement Items

B & # %

Improvement Plans

TR 2 5% MR K & W Bl
Target Date

HALIE SRR T AAT A M S o
SIERBEAEE KRB AR REL
& RRMARARE F DAL 0 B A SR 92 57
AR RN E -

Taipei Global Markets Sales extends or
renews credit to customers other than
professional institutional investors for
financial derivatives transactions which
did not ask the customer to provide
information on the credit limits extended
to the customer by other financial
institutions for financial derivatives
transactions. Please strengthen the
operation process of approving

for extending credit limit to customers for

financial derivatives transactions.
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Taipei Management meeting has
decided to retain the personnel
data of former employees for at
least six years. The retention
period of employee data has
documented in the Taipei
Employee Handbook. Taipei HR
will also delete the personnel
data of former employees upon
the expiration of the retention

period.
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Taipei Global Markets Sales
shall request corporate
customers to provide credit lines
for derivative products with
other financial institutions.
Additionally, when Global
Markets Sales shall use the
public information platform
(MOPS) to check the
customer's latest information
regarding derivatives
transactions when receiving
response from customers. The
above is to confirm that
customer has engaged in
derivatives transactions with

other financial institutions.
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BBVA Taipei Branch has
completed the improvement
before 30 December 2025,
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Based on BBVA Madrid’ s

Compliance Assessment on Information

“Independent

Security of Computer Systems” for

BBVA Taipei Branch received in

February 2025, overall result is
“Adequate” with some deficiencies

identified.
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The Offensive Security CIB team

b)

c)

d)

e)

)

performed penetration test on the

Taipei Office systems and noted some

deficiencies including:

a) SPoFs (Single Point of Failure),
some have been identified at the
infrastructure and networking
level affecting CIB s CFS (Client

Facing Service), including some
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All improvements to be
reviewed and rectified by
BBVA Madrid to make sure they
do not compromise bank’s

system security.

T8 52 5 B B
Expected remediation
completion date

a) 2026 Q2

b) 2026 DLP replacment
c) 2026 Q4

d) 2026 Q1

e) HATTEMT A

f) 2026 Q1
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Enhancement Items
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Improvement Plans
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b)

c)

d)

e)

)

that support the critical
activities of the Taipei Branch.
Anomalous behaviour was detected
in the DLP, allowing cases of data
not being blocked, when it should
be blocked.
Privileged accounts with access to
any RODC (Read-Only Domain
Controller) should not be used to
access any other computer on the
network.

2FA protection mechanisms must be
implemented for critical
applications, preventing access
to them solely through user
credentials.

Ensure that service account
passwords are not cached in clear
text on servers network devices.
A correct definition of
permissions should be made at the
hierarchical level between Local
Administrators, Office
Administrators, RODC
Administrators and Domain

Administrators.
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